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#1 KOPMOPATMBHBIA OBNAYHbIM NPOBAHIEP

Yek-nucr «MHpopmaumoHHan 6e3onacHOCTb NpU yaaneHHou paborte»

YT106bl OLLEHUTb TEKYLWMIA ypOoBEHb BE30MacHOCTU NPU yaaeHHOM A0CTyne OTBETbTE, NOXKaAyINCTa, Ha ciedytoLme

BOMNpPOCHI:
Ne Bonpoc OtBet
1. [na ynanéHHon paboTbl MCNONb3YHOTCA 3alUMLLEHHbIE
KaHanbl CBA3W, Hanpumep, npu nomolm VPN?
2. Mpu noaxAo4eHnN K MHOPACTPYKTYpPE NoJib3oBaTe b

NPOXOAUT ABYXDAKTOPHYIO ayTeHTUOUKALMIO (TOKEHDI,
0/[lHOpPa30Bble Napoaun)?

3. Mpwn yaanéHHOM NOAKAKOYEHUN HE UCMONb3YIOTCA INYHbIE
YCTPOMCTBA COTPYAHUKOB?

4. Ha yaanéHHbIx paboumx mectax KOHTPOIMPYHOTCA CbEMHblE
HOCUTENW, 3anpeLLeH «NPAMON» A0CTyn B ceTb MHTepHeT?

5. Mpy NOAKIOYEHMN K CETU KOMMAHUN NPOUCXOAMUT NPOBEPKA

YOANEHHbIX YCTPOMCTB Ha HAaIMYME aHTUBMPYCA U ero
aKTYaNbHOCTU M HAa HaMYMe HEOBXOAMMbIX OOHOBAEHWI
6e3onacHocTH?

6. Mcnosb3oBaHWe KOPnopaTUBHbIX CEPBUCOB pa3peLLeHo
TOJ/IbKO CO CMeumnanbHO CKOHPUIYPUPOBAHHbIX «AMaMn-
Y3/10B»: TEPMUHA/IbHbIX CEPBEPOB, BUPTYa ibHbIX paboumx
ctonos (VDI)?

7. B UT-nHPpacTpyKType KOMNAaHWN BbINOJHEHO
CErMEeHTMPOBAHME U HAaCTPOEHbI PasrpaHnyeHna 4oCTyna,
No/Ib30BaTe/IN UMEKOT MUHUMANbHbIM Ana paboTbl Habop
npas?

8. B UT-nHdpacTpyKType KomnaHum onpeaeneHbl
NPUMEHSAIOTCA NOAUTUKN MHOOPMALIMOHHOW 6e30nacHOCTU U
ayauTa cobbITMin?

9. ObecneuynBaeTcs M NOCTOAHHbIN MOHUTOPUHT U
pearmposaHmne Ha cobbITMA 6e3onacHocTH ana
06Hapy)KEHMFI M npegoTepalleHnAa KOMMNbOTEPHbLIX aTak U
MHUMNAOEHTOB, A0 TOr0O MOMEHTA, KaK OHM MOTYT BbiI3BaTb
peanbHble HEraTUBHbIE NOCNeACTBUA ONA KOomMnaHun?

10. BbINONHAETCA I KOHTPO/Ib U3MEHEHMIA COCTaBa PECYPCOB,
A/1A KOTOPbIX MPeaocTaBieH yAaNEHHbIM AOCTyN, aHann3
3aLUMLLLEHHOCTUN CETEBOIO NepPUMETPa U MHPPACTPYKTYPSI,
06HapYKeHNE U yCTPaHEHME YS3BUMOCTEN M OLUMOOK
HACTPOMKM?

Ecnv Bbl 3ameTnnu, 4to Bawm nHpopmaumoHHble cuctembl U UT-MHPPACTPYKTYpa B LLEe/IOM Hy»KAatoTcA B bosiee
HaZEKHOM 3aLLMTE, Mbl Y3Ke A3V MOACKA3KM, UTO HYXKHO YyYLWUTb.

Ecnu Bbl Hy»KaaeTecb B NONHOLLEHHOW M 6e30MnacHOoM opraHn3aLmm yaanéHHom paboTbl Balwmx coTpyaHMKOB,
obpaTtutech K MeHeaKepy KomnaHuu Cloud4y.

Paboune mecra 6yp,yT opraHu3oBaHbl 8 meyeHuUu 1 yaca, n Bbl cmoxKeTe moXKeTe BOCMN0/1b30BaTbCA CEPBUCOM
becrinamHo 8 meyeHue 1 mecauya.
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